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PROJECT CLOSURE
Guidelines for and Confirmation of Data Destruction
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The purpose of this document is to confirm the destruction or return of the extracted data from the data holdings at Population Data BC (or, PopData - also formerly the BC Linked Health Database (BCLHD)) as per the terms and conditions of the Data Access Request/Research Agreement (DAR/RA) with the Ministry of Health.  A signed Declaration of Destruction Section and confirmation of receipt by PopData on this form constitutes formal closure of the research project. 
This document consists of the following sections: 
Section 0: Definitions
Section 1: Guidelines for Data Destruction

A. Magnetic Media

B. Optical Media

C. Paper Records

Section 2: Confirmation of Data Destruction

A. Original Media 

B. Copies of Research Extract and Derived Information

i. Electronic Copies of Research Extract and Derived Information

ii. Paper Records

iii. Data in Other Formats

C. Declaration of Destruction 
Section 0: Definitions
 “BCLHD” refers to the BC Linked Health Database. 
“CHSPR” refers to Centre for Health Services and Policy Research at UBC.

“Data” refers to any information, including Personal Information, that is requested by the Applicant in the Data Access Request and is in the custody of Population Data BC and control of the Province, or any such information that is in the custody or control of another data steward or stewards but the release of which may be facilitated by the Province, and includes all Identifiers and individual data elements contained in the Data.
 “Data Access Request (DAR)” refers to the formal application document for data through Population Data BC (formerly CHSPR BCLHD).  Components of this application form include information on the researchers, the research questions, the proposed methodology, and details of the proposed cohort and data requested.   

“Data Steward” refers to a public body that has ultimate responsibility for a given data source. In practice, an individual is typically named as having the authority to approve or reject research requests involving that data, typically called “the / a Data Steward.”  

 “Derived Information” means information generated using the Data, but which is in a different form from the Data, and includes but is not limited to research notes taken from the Data, aggregations of the Data, and information generated by linking other information to the Data.

“Original Media” refers to the media (e.g. CD, DVD, floppy disk, server access) on which the Research Extract was provided to the researcher by PopData (formerly CHSPR BCLHD).
“Paper Records” refers to all Data printed on paper, any notes on paper that were taken or made from Data. 

 “Research Agreement” refers to an agreement between a Researcher and Data Steward(s) for the use of specific fields of data for specific research projects and outlining obligations associated with that access.

“Research Extract” or “Research Data Extract” refers to data that are extracted in conjunction with an approved Data Access Request and Research Agreement for the purpose of disclosure to a Researcher. 

“Research Materials for Data Steward Review” or “Research Materials”: Includes Research Outputs and Products from results of research, whether complete or not, intended for any public dissemination and may include, but are not limited to: theses, dissertations, journal submissions, books and book sections, conference abstracts and presentations, seminars, lectures, newspaper articles, web output, blogs, op-ed pieces and interviews (both written and audio / visual.)
“Research Project” refers to the research identified and described in the Data Access Request. 

Section 1: Guidelines for Data Destruction

Destruction of a data file means modifying the Data in such a way that there is no reasonable prospect that the original Data can ever be recovered.  There are two ways to achieve this: 

· physical destruction of all media on which the Data is held or;

· over-writing the Data (does not apply to paper records).

A. Magnetic Media (e.g. Hard Drives, Magnetic Tape)

Magnetic media are storage mediums on which digital or analog information is recorded as magnetic signals, such as computer hard drives, magnetic tapes, and floppy disks.  For magnetic media and read-write media, either physical destruction or over-writing may be used.  

Over-writing is a method used to clear Data from magnetic media that utilizes a program to write (1s, 0s, or a combination of both) onto the location of the media where the file to be sanitized is located.  To ensure that the original Data is rendered irrecoverable, the areas of the disk holding the Data must be over-written, several times, with random data.  The number of overwrites required depends on a number of factors, including the drive type and file system format, but typically, in order to defeat all but the most sophisticated of forensic recoveries, three passes is usually sufficient.
Physical destruction is the preferred sanitization method because this ensures that Data can never be recovered.  Mechanical shredding and incineration are such measures used for disposition of sensitive data.

Please note that "regular" deletion of files is not adequate (including any "Empty Trash" feature) - the data still exists on the disk; it is merely the index pointers to the data which are removed in such an operation.  

The following are examples of security tools which are effective and readily available.

· MS Windows, MacOS, Linux – BC Wipe (www.jetico.com/) [see attached instructions]
· Other Platforms – contact PopData (ProjectClosure@popdata.bc.ca) for solution.

B. Optical Media (e.g. CD, DVD)
Optical media are storage mediums that hold content in digital form, written and read by laser technology.  If there are copies of Data on optical media such as CDs and DVDs, the best approach to destroy the media is physical destruction such as use of a mechanical shredder.  Optical media are not magnetic and the Data cannot be overwritten, thus physical destruction is the only choice.

C. Paper Records

Paper records should be destroyed in a manner that leaves no possibility for reconstruction of information. The appropriate method for destroying paper records is cross-cut shredding.

Section 2: Confirmation of Data Destruction 
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   Project Number:        
   Project Title:        
   Applicant:        
A. Original Media
The original media (e.g. CD, DVD, floppy disk, server access) on which the Research Extract was provided to you by PopData (formerly CHSPR/BCLHD) MUST be destroyed using the methods as described in Section 1.  Please complete the following section as applicable.

 FORMCHECKBOX 
  If the media have been returned to PopData, please provide date:      
 FORMCHECKBOX 
  If the media have been returned to Ministry of Health, please provide date:      
 FORMCHECKBOX 
  Access to Data was provided on a PopData/CHSPR server (e.g. Sitka/SRE). (Please contact the RLU if your Data is on a PopData/CHSPR server. The Data must be destroyed by the Systems and Security Administrator).



Data Destroyed by PopData Systems & Security Administrator on date:       

Signature:______________________________________ 

(PopData Systems & Security Administrator)


Date: _____________________________

 FORMCHECKBOX 
  The media provided by PopData have been destroyed by the researcher using physical destruction method such as use of a mechanical shredder. 

Summary of Original Media Data Destruction: 
Please provide details of destruction in the table below. 
Data Delivery Type can include: CD/DVD, PopData/CHSPR Server (please specify), other (please specify). 

Destruction Method can include: Mechanical Shredder, Returned to MoH, Returned to PopData, Destroyed by PopData Systems & Security, other (please specify).

	Data Delivery Date
	Data Delivery Contents/CD Title
	Data Delivery Type 
	Destruction Method 
	Destruction Date/Return Date

	Eg: March 2, 2005
	R&PB, MSP 1999 to 2004
	CD/DVD
	Mechanical Shredder
	June 1, 2011

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Comments:         
Copies of the Research Extract and Derived Information
i. Electronic Copies of the Research Extract and Derived information
Electronic copies of research Data include all Data and related materials containing Data from the PopData Holdings or linked records generated with Data from the PopData holdings, may include but not limited to the following, except Research Materials. 

· derived data
· duplicated data 
· analysis tables 
· working files
· backup files
· data on server 
· temporary files
· information generated by linking other information to the data
· Data located in files such as word processing documents, spreadsheet workbooks, presentation slides etc. 

All electronic copies of research data in ALL devices (e.g. desktops, laptops, hard drives etc.) throughout the entire duration of the research project MUST be destroyed using the methods described in Section 1. Please complete the following section as applicable.

 FORMCHECKBOX 
   Electronic Copies of Research Data Destroyed.  
Important:  Data should not be stored on any portable or removable devices (e.g. laptop, memory stick, PDA, etc). If you have stored Data on a laptop or an electronic storage device, please follow the Data erasure procedure using the recommended wiping software and continue with Option-1 below. 

Option- 1 If you have followed the erasure procedure provided by PopData which requires the use of wiping software please fill out the following:
Data Storage Location (ie: Personal Computer & Physical Location/Address):
      
Wiping software used:      
 FORMCHECKBOX 
  Data storage path(s) on above noted device provided to PopData.

 FORMCHECKBOX 
  Log output from wiping software/erasure program provided to PopData

Option-2 If you did not use the above noted procedure using the recommended wiping software, please explain in detail your data destruction methods:      
“I attest that the methods described above for Data destruction are for ALL THE DEVICES (including CD-ROMS, floppy discs, flash drives, etc. used for backing up files) of all team members with access to the data for the duration of the whole project. I understand that this document is legally binding, and that falsifying this information would constitute a breach of my Research Agreements with the Ministry of Health (and all relevant data stewards) and could render me ineligible to access the mentioned public bodies’ Data currently and in the future.”    ________ (Please initial here)
 FORMCHECKBOX 
     Electronic Copies of Research Data have NOT been destroyed. Please explain:
      
ii. Paper Records

All paper records of the research extract MUST be destroyed using the methods described in Section 1. 
 FORMCHECKBOX 
  Paper records have been destroyed. Method:       
 FORMCHECKBOX 
  Paper records have NOT been destroyed.  Please explain:      
 FORMCHECKBOX 
  Paper records were not created.
iii. Data in Other Formats
If Data are retained in other formats, please inform us and we will provide you with information on how to properly destroy the Data.

 FORMCHECKBOX 
  Describe:       
B.  Declaration of Destruction: 
This document will become a schedule to the Research Agreement between the BC Ministry of Health and the undersigned approved on <Date of initial Ministry of Health approval>.
I, _____ <name>_______ declare that the information provided in this document is accurate, complete and correct. I declare that I have destroyed all original media, copies of the Research Extract, derived information and paper records for the project ______ <project number> ______ as directed by the destruction guidelines and Research Agreement in order to officially close the aforementioned project. 
Name:
_______________________________




 

Title: ________________________________
Organization: ____________________________

Signature:____________________________
Date: _____________________________

Witness Name: ________________________


 

Title: ________________________________
Organization: ____________________________

Signature:_____________________________ 
Date: _____________________________


Confirmation of Project Closure - For Internal Use
Project Number:      
Principal Investigator/Applicant:      
Date Closed:      
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