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PLEDGE OF CONFIDENTIALITY (EXAMPLE)
(the “Researcher Pledge”) 

SCHEDULE TO “THE AGREEMENT FOR USE OF DATA FOR RESEARCH PURPOSES”
<PROJECT NUMBER> – Research Agreement
SPECIFIC OBLIGATIONS WHEN ACCESSING, VIEWING, AND USING INFORMATION 

1.0 DEFINITIONS
1.1. “DATA” means any information including Personal Information, that is requested by the Applicant in the Data Access Request  and is in the custody of Population Data BC and in the control of the <DATA STEWARDS>, or any such information that is in the custody or control of another data steward or stewards but the release of which may be facilitated by Population Data BC, and includes all Identifiers and individual data elements contained in the Data; 

1.2. “MISUSE” means any: 

(a) 
access or attempted access to the Data, or any collection, storage, use, disclosure, disposal, modification or linkage of the Data, that is not authorized by this Agreement or that violates applicable law; 

(b)
failure to remove Identifiers from the Data or Derived Information or to destroy the Data or Derived Information, or to report such destruction of Identifiers or of Data or Derived Information, as specified in this Agreement; 

(c) 
compromised security or attempted compromised security of any computer system network or other device used to store or access the Data or Derived Information; 

(d) 
other circumstance, incident, or event which has jeopardized or may in future jeopardize the privacy of the individuals to whom the Data relates, or 

(e) 
other circumstance, incident, or event which constitutes a breach of this Agreement or of an Authorized Pledge or a Regular Pledge. 

2.0 OBLIGATIONS
2.1 
I am aware that the applicant and the <DATA STEWARDS> have entered a data sharing agreement (the “Research Agreement”) respecting the Data and I agree to be bound by the terms and conditions therein. I will not: 

(a) make any record linkages using the Data other than those which may be agreed to in the approved DAR; 

(b) 
transmit, store or combine the Data with data not specified in this Agreement; 

(c) 
sell, distribute, or copy the Information; 

(d) 
permit analysis of the Information to be subcontracted or otherwise performed in any manner by anyone other than approved with signed Confidentiality Agreement; 

(e) 
permit Data to be viewed, accessed, used, stored or transmitted in any manner outside of Canada; 

(f) 
store or maintain Data on any personal computer, laptop, CD, DVD, USB drive or other removable media; 

(g) 
remove any records or devices containing Data from the premises listed in the Data Sharing Agreement; 

(h) 
leave Data unattended in an unlocked room; 

(i) 
contact any individual identified in the Data unless explicitly approved by the Privacy Commissioner; or 

(j) 
present, publish or distribute in any manner a report, paper, or other work which is based on research undertaken for the Project, solely excepting my participation in the Project itself unless such action is expressly permitted by the Research Agreement and is properly cited , in which case I will act only as permitted therein. 
2.2 
Furthermore, I will: 

(a) 
maintain the confidentiality, security and integrity of all passwords, codes, keys and other mechanisms that permit access to or use of the Data; 

(b) 
immediately notify Population Data BC,  the <DATA STEWARDS> if I suspect there has been any misuse or potential misuse of the Information, including any unauthorized access or security breach; 

(c) 
keep any pre-existing or external data files containing identifiers (whether or not encrypted or anonymized) separate from the Data used for analysis, 

3.0 RELATIONSHIP DECLARATION 
3.1
I declare that neither myself or (to the best of my knowledge) any member of my immediate family has a relationship, association or connection of any kind with a sponsor of the Project or with any manufacturer, promoter or owner of a drug, device, program, method, or thing being evaluated by the Project. 

3.2 
I will immediately notify Population Data BC and the <DATA STEWARDS> in writing if there is a change in circumstances that affects the accuracy or completeness of this declaration.
4.0 GENERAL 
4.1 
I agree that my obligations under this agreement will continue after my involvement with the Project has ended. 

4.2 
If any portion of this agreement is found to be invalid or unenforceable then that portion shall be severed and the remaining portion shall remain in full force and effect. 

4.3 
This agreement shall be governed and construed in accordance with the laws in force in the Province of British Columbia. 
4.4 
I acknowledge that: 

a) this Researcher Pledge is legally binding, 

b) the obligations described in this Researcher Pledge are not exhaustive, and are in addition to any other obligations I may owe by law, 

c) any breach by me of this Researcher Pledge may result in discipline, as per Population Data BC’s Research Data Access Framework (RDAF) and the Research Agreement(s). 
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